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1 Introduction

This document is a step-by-step description for configuring n-of-m authentication with a SmartCard-HSM
EA+ Edition.

2 Prerequisite

2.1 Installing Software

You need to install the Smart Card Shell at least in version 3.7.1874 available from
www.openscdp.org/scsh3.

You need to install git in order to checkout the software from the CDN.

You need to have a CDN certificate on your SmartCard-HSM to access the repository. See
http://www.cardcontact.de/cdn/gitaccess.html for details.

2.2 Prepare the script workspace

Create a directory on your disk to serve as a workspace (e.g. smartcardhsm-workspace).
Open a console in the workspace and checkout the scsh-mods project from the CDN.

mkdir smartcardhsm-workspace

cd smartcardhsm-workspace

ssh-add -s /usr/local/lib/opensc-pkcsll.so

git clone ssh://git@devnet.cardcontact.de:222/scsh-mods scsh

git clone ssh://git@devnet.cardcontact.de:222/sc-hsm-sdk-scripts

S A A A A

2.3 Starting the Smart Card Shell

Start the Smart Card Shell and select the workspace directory.

Flease select your workspace directory or initial configuration script.

when selecting a configuration script, then the workspace is determined
by the directory location of the script.

fhomelasctmp/howto/smartcardhsm-workspace| = Browse...

[ |Use this as the default and do not ask again.
[ | Allow selection of a configuration script

OK

Run the keymanager.js script from sc-hsm-sdk-scripts/keymanager
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File Edit Options Help

[ SmartCard-HSM (UTDEW0S15200000] - Mot initialized

v Funning setup script config.js ...
;SCSHS - Smart Card Shell 3.7.1874

(e} 2005-2011 CardContact Software & System Consulting (www.cardcontact.de)
|Enter 'help' for a command overview or 'quit' to close the shell

=load (" /homesasc/tmp/howtossmartcardhsm-workspacessc-hsm-sdk-scriptskeymanager/eymanager. js" ) ;

|1ssuer certificate  : CVC id-SC-HSM DV CAR-LTSRCACCI00801 CHR-LTDISCTSTL00001 CED-August 7, 2015
|Device certificate  : CVC id-SC-HSM Terminal CAR-UTDISCTSTLO00G1 CHR-LTDEY0S15300800 CED-Septemb
o =1

K i | D

Shell LTrace ‘

The shell shows some status information of the device, in particular the device id.

(c) 2015 CardContact
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3 Creation of Authentication Keys

You will need to create a key pair on each SmartCard-HSM given to a key custodian.

Right-click on the SmartCard-HSM node to see the context menu and select "Initialize Device".

File Edit Options Help

3 smartCard-HSM (UTDEVO915300000) - M~ 4= 1ng setup script config.js ...
Initialize Device

:|SCSH3 - Smart Card Shell 3.7.1874

|tcd 2805-2011 CardContact Saftware & System Consulting (www.cardcontact.ded
|Enter 'help' for a command overview or ‘quit' to close the shell

=load (" shomesasc/tnp/howtossmartcardhsm-workspacessc-hsm-sdk-scriptsskeymanagerskeymanager. js" )

|1ssuer certificate @ CWC 1d-SC-HSM DV CAR=LTSRCACCIOGEGL CHR=UTDISCTST1G0801 CED=fugust 7, 2615
fpevice certificate  : CYC id-SC-HSM Termingl CAR=UTDISCTSTLEGE01 CHR=UTDEVOS1S300008 CED=Septemb
H =3

15T [ I [»

|_shell | Trace |

The key manager will prompt for the Initialization Code. The dialog is pre-set with the default value used in all

tutorials. Replace with your own 16 digit hex code for productive cards.

Enter Initialization Code {SO-PIN}

l3537363231383830

0] 4 Cancel

On the next prompt select "User PIN" as authentication mechanism.

Select authentication mechanism

User PIN

0K Cancel

On the next prompt select "Resetting PIN with SO-PIN not allowed".

Allow RESET RETRY COUNTER

Resetting PIN with SO-PIN not allowed

0K Cancel

The key manager will prompt for the User PIN value. Please have the key custodian enter a self-selected
PIN. The dialog is pre-set with the default User PIN used throughout the tutorials.

(c) 2015 CardContact
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Enter User PIN

16545218

OK Cancel

The SmartCard-HSM is now initialized. The procedure can be repeated as often as desired.

File Edit Options Help

[ SmartCard-HSM (UTDEVD915300000)
[} user PIN verified {9000}
[} 50 PIN not verified, 15 tries remaining (G3CF)

1
‘|SCSH2 - Smart Card Shell 3.7.1874

|t} 2085-26011 cardcontact Software & System Consulting (www.cardcontact.de)
:|Enter 'help' for a command overview or 'quit' to close the shell

| =load (" /homesasc/tnp /howto/smarteardhsm-warkspace/sc-hen-sdk-scripts /keymanager /keymanager. js"J;
|1ssuer certificate : CWC 1d-SC-HSM DV CAR=UTSRCACC1O0801 CHR=UTDISCTST100001 CED=August 7, 20
|Device Certificate ¢ CWC 1d-SC-HSM Terminal CAR=UTDISCTST100081 CHR=UTDEWOS1S300000 CED=Septd
|=Initializing, please wait...

|Initializing complete

-

11 il vl

Shell LTrace \

Next you will need to generate an ECDSA key. Right-click on the SmartCard-HSM node and select

"Generate ECC Key".

File Edit Options Help

9 SmartCard-HSM (UTDEY0915300
[} user PIN verified {9000}
[} 50 FIM not verified, 15 tries re

Generate RSA Key
Generate ECC Key
Initialize Device

SCSHI - Smart Card Shell 3.7.1874

(e} 2005-2011 CardContact Software & System Consulting (www.cardcontact.de)

JEnter 'help' for a command overview or 'quit’ to close the shell

|=load (" /homesasc/tnp/howtossmarteardhsm-warkspace/sc-hsn-sdk-scripts /keymanager skeymanager. js"J;
|1ssuer certificate : CWC 1d-SC-HSM DV CAR=UTSRCACC1O0801 CHR=UTDISCTST100001 CED=August 7, 20
|Device Certificate ¢ CWC 1d-SC-HSM Terminal CAR=UTDISCTST100081 CHR=UTDEWOS1S300000 CED=Septd
|=Initializing, please wait...
|Initializing complete

| »

15T il I

Shell LTrace ‘

Select "brainpoolP256r1" as curve.

Select Curve

brainpoolP256rl -

0K Cancel

Enter a label for the key in the next dialog.

Enter Key Label

lkey custodian #1 test key

0K Cancel

The key is now generated and the public key certification signing request prepared.

(c) 2015 CardContact
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File Edit Options Help
[ SmartCard-HSM (UTDEW0S152300000) N i -
[ User FIN verified (8000} ¥lic) 2085-2011 CardContact Software & System Consulting {www.cardcontact.de) —
|Enter 'help' for a command overview or 'quit' to close the shell

[ 50 PIN not verified, 15 tries remaining (83CF} : -

¢ —* key custodian #1 test key 1 =load (" /homesasc/tmp/howtossmartcardhsm-workspacessc-hsm-sdk-scripts/keymanagerskeymanager. js");
o B AT-CVWREQ CAR=UTDEWO915300000 CHR=UTDEv] |Issuer Certificate : CWC 1d-SC-HSM DV CAR=UTSRCACCIO0001 CHR=UTDISCTSTLEG001 CED=fugust 7. 20
|Device Certificate ; CVC 1d-S5C-HSM Terminal CAR=UTDISCTST100001 CHR=UTDEWDS15300000 CED=Septe

|=Initializing, please wait... T
|Initializing complete

|Generating key can take up to 60 seconds, please walt...
|wey generated

K i I
1 1 [»| | shell | Trace |

The final step is to export the public key. Right-click on the certificate and select "Export for public key
authentication”.

File Edit Options Help
[ SmartCard-HSM (UTDEW0S15300000) N -
[ User FIN verified (8000} Flic) 2085-2011 CardContact Software & System Consulting {www.cardcontact.de) —]
|Enter 'help' for a command overview or ‘quit’ to close the shell

[} 50 PIN not verified, 15 tries remaining (63CF} : -

¢+ key custodian #1 test key |=load (" shomefasc/tmp howtossmartcardhsm-workspace fsc-hsm-sdk-scriptsskeymanagerskeymanager. 35" 3;
o B AT-CWREQ CAR=UTDEWOS15300 o proeed ATssnar Cartificat = Oy 1d-SC-HSM DV CAR=UTSRCACC1O0001 CHR=UTDISCTST100001 CED=August 7. 20
(BGI Export for Public Key Authentication |vC 1d-SC-HSM Terninal CAR=UTDISCTSTLE0801 CHR=UTDEVOS15300000 CED=SE!|31:E!_

J=Initializing, please wait... T
|Initializing complete

|Generating key can take up to 80 seconds, please wait...
‘|Key generated

K I 0]
< Il [v| | shall | Trace |

The key manager will prompt for a file name to store the public key and certificate chain.

Enter file name for public key export

rhomefascitmp/howtofsmartcardhsm-workspace/UTDEVOS15300000. pka Browse...

OK Cancel

Please note, that the proposed file name matches the device id of the SmartCard-HSM on which the key
resides.

The procedure must be repeated for each key custodian. The procedure can be done remotely, as the
resulting public key file includes all information necessary for the next steps.

(c) 2015 CardContact Limited Release 8/13
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4 Configuration for n-of-m Authentication

The SmartCard-HSM to be used as key store with n-of-m authentication must be initialized with a right-click
on the SmartCard-HSM node and selecting "Initialize Device". This is identical with the above procedure for
the key custodian device.

At the prompt "Select authentication mechanism" select "Public Key Authentication”.

Select authentication mechanism

Public Key Authentication -

OK Cancel

The next dialog allows you to select the total number of public keys that shall be registered for public key
authentication. This is the m parameter in n-of-m.

Enter total number of public keys

2

0K Cancel

This is followed by a dialog that allows to set the threshold of required public key authentication before
access is granted (Parameter n in n-of-m). The value must be between 1 and the total number of public keys.

Enter number of public keys required for authentication

1 |

Ok Cancel

The device is now initialized and ready to register public keys.

File Edit Options Help

[ SrmartCard-HSM (UTDEVDS15200000) : =load (" /homesasc/tnp/howtossnarteardhsm-workspace /sc-hsm-sdk-scripts keymanager/keymanager, js");
[ 2 missing key(s) in 1 of 2 public key suthentication | |Issuer Certificate i C¥C id-SC-HEM DV CAR-LTSRCACCLO0E0L CHR=UTDISCTSTL08081 CED-fugust 7, 2015
|Device Certificate ¢ CWC 1d-SC-HSM Terminal CAR=UTDISCTSTLE0081 CHR=UTDEVOO015300000 CED=Septemb

[} 50 PIN not verified, 15 tries remaining (§3CF) |eTnitializing, please wait...

|Initializing complete

l [ D
|._shell LTrace ‘

As the authentication status indicates, two public keys are missing to complete the registration. Right-click on
the authentication state and select "Register Public Key".

(c) 2015 CardContact Limited Release 9/13
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File Edit Options Help

3 smartCcard-HSM (UTDEVDS15300000)
[y 2 missing key(s) in 1 of 2 public key authentiestine

zl‘zﬂ.oad(“ shomesascrtmpshowtossmartcardhsm-workspacessc-hem-sdk-seriptsskeymanagerskeymanager. js");

Tocuer Cartificate - CVC 1d-S5C-HSM DV CAR=UTSRCACCIO0001 CHR=UTDISCTSTLEG001 CED=August 7. 2013

D 50 PIN not verified, 15 tries remairing {53CF Reglster. Puhllc.Key h CWC 1d-5SC-HSM Terminal CAR=UTDISCTST100081 CHR=LTDEYOS1S300000 CED=Septemb
Authenticate with PubJic Key
Logout

ait...

15 il [»

Shell LTrace ‘

Select the public key previously exported from the key custodians SmartCard-HSM.

Enter file name for public key import

nowtoismartcardhsm-workspace/UTCCO20001400000.pka Browse...

0K Cancel

The key manager validates the certificate and signatures applied to the public key and display the
identification information extracted from the certificate.

Add the key issued to UTCCO20001400000 on device UTCC020001400000 ?

0K Cancel

The authentication status is updated to reflect that one more public key must be registered.

File Edit Options Help

[ SmnartCard-HSM (UTDEVD915300000)
[ 1 missing key(s} in 1 of 2 public key authentication
[} 50 PIN not verified, 15 tries remaining (63CF}

|Issuer Certificate ¢ CWC 1d-5C-HSM DV CAR=UTSRCACCIO0001 CHR=UTDISCTSTLEG001 CED=fugust 7, 2015
|Device Certificate ¢ CVC 1d-SC-HSM Terminal CAR=UTDISCTSTLE0001 CHR=UTDEWODS15300000 CED=Septemb
|=Initializing, please wait...

|Initializing complete

=load (" shomesasc/tnpshowtossmartcardhsm-workspacessc-hsm-sdk-scripts/skeymanager/keymanager. js");

13T i D

Shell LTrace ‘

After import of the missing public keys the authentication state indicates that the setup is complete. With the
completion of the setup, the authentication state is assumed as authenticated until logout or the next reset.
This ensures, that initial keys can be generated as part of the key management procedure without explicit

authentication of the public key.

File Edit Options Help

[ SrartCard-HSM (UTDEVD915300000)
[ 1 authenticated public key(s} in 1 of 2 scheme
[} 50 PIN not verified, 15 tries remaining (63CF}

o

=load (" shomesasc/tnpshowtossmarteardhsm-workspacessc-hsm-sdk-scripts/keymanager/keymanager. js");
Issuer Certificate ; CWC 1d-SC-HSM DV CAR=UTSRCACC1O0001 CHR=UTDISCTST100001 CED=August 7, 2015
|Device Certificate ¢ CVC 1d-SC-HSM Terminal CAR=UTDISCTSTLE0001 CHR=UTDEWODS15300000 CED=Septemb

|=Initializing, please wait...
|Initializing complete

1< [ I

Shell LTrace

(c) 2015 CardContact
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Select "Logout" from the context menu to lock the device.
File Edit Options Help

[ SrmartCard-HSM (UTDEV0915300000) | |‘>10ad( fhume/ascftmp/howto/smartcardhsm workspace/sc-hsm-sdk-scripts/keymanagerskeymanager. js");
D 1 authenticated public keyisl in 1 of 2 sche e Fultile [ CWC 1d-5C-HSM DV CAR=UTSRCACC1O00001 CHR=UTDISCTSTLO0001 CED=fugust 7. 2015
agister Public Ke
D 50 PIN not verified, 15 tries remaining (83CH g i . Y . (;‘."C id-SC-HSM Terminal CAR=UTDISCTSTL00801 CHR=LTDEYDS15300000 CED=Septemb
Authenticate with Public Key jait...

Logout I
T v

l [ I
Shell LTrace ‘

Now the device is protected with public key authentication and one of the registered keys must be used to
authenticate.
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5 Performing Public Key Authentication

To perform a Public Key Authentication you need to insert both SmartCard-HSMs, the target device and the
device that contains the authentication private key.

Right-click on the authentication status and select "Authenticate with Public Key".

File Edit Options Help

1 smartCard-HSM (UTDEVDS15300000) |;I‘:ﬂ.oad(“fhumefascf‘tmpjhowtofsmar‘tcardhsm-workspacefsc-hsm-sdk-scrlpts,’keymanagerfkeymanager. 15"}
[} © authenticated public keyis] in T pa it o public Ke cate  : CWC id-SC-HSM DV CAR=UTSRCACCIOGGEL CHR=UTDISCTST180001 CED=August 7, 2015
D S0 PIN nat verified. 15 tries rema 9 . . ¥ . icate 1 CWC 1d-SC-HSM Terminal CAR=UTDISCTST100001 CHR=UTDEWOS1S300000 CED=Septemb

' Authenticate with Public Keyb, please wait. ..

Logout complete

[« [ D
|l_shell LTrace ‘

The key manager prompts for the card reader name for the device with the authentication key.

Please select card reader with public key

5CM 5CR 3310 [CCID Interface] {21121230224279) 01 00 | v

OK Cancel

The key manager then prompts for the key label of the authentication key (In the example, a different key
than the one created earlier in this how-to is used).

Please select a key for public key authentication

testl -

0K Cancel

Enter the PIN of the device with the authentication private key.

Entar PIM

1645219

0K Cancel

If authentication was successful, then the authentication state reflects that one public key is authenticated.
As the threshold is 1, you can now perform operations that require user authentication.
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File Edit Options Help

] SrmartCard-HSM (UTDEV0915300000) =Generating key can take up to 60 seconds, please walt...
[ 1 authenticated public key(s in 1 of 2 scheme |key genersted
[ 50 PIN not verified, 15 tries remaining (83CF} :
o~ testkey

> a

Shell LTrace ‘

If more than one key is required for authentication, then the procedure must be repeated for other keys.
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